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Data Protection

Compliance with data pro-
tection regulations always 
requires a balance between 
freedom of information and 

privacy protection, both of which are 
guaranteed by the Constitution of 
Ukraine. In particular, Ukrainian laws 
provide that all individuals and com-
panies are free to obtain, use, store and 
disseminate information to the extent 
that this does not violate rights and 
lawful interests of other individuals 
and companies. 

Maintaining such balance could 
become a challenge for companies  
operating in Ukraine, especially when 
it comes to an internal review process, 
compliance investigation or the like.  
Accessing the personal data of employ-
ees without due process may be consi- 
dered a violation of their privacy, 
which would result in several negative 
consequences for the company, namely 
impossibility to prove non-compliance 
or fraud, claims from employees, etc.

Thus, when it comes to an inter-
nal investigation or review, a company 
should invoke satisfactory safeguards 
ensuring observation of applicable 
data protection laws to protect the 
company from related risks.

Legal Regulation of 
Data Protection

The basic acts in the area of per-
sonal data protection are the On Infor-
mation Act of Ukraine of 2 October 1992 
(the Information Act), and recently  
adopted On Protection of Personal Data 
Act of Ukraine of 1 June 2010 (the Data 
Protection Act).

Under the general rule set out in 
the Information Act, the information is 
deemed to be freely accessible, unless 
such information is defined as restric- 
ted information (either confidential or 
secret). The access to confidential in-
formation of companies can be regu-
lated by adopting a corporate policy 
declaring certain internal information 

be argued that information about the 
facts of employee’s meetings, phone 
calls, etc., shall be deemed the per-
sonal data about such individual and, 
thus, fall within the framework of the 
Data Protection Act.

There is always a reasonable 
counter-argument that the discussed 
information consists of terms of em-
ployment or results of an employee’s 
performance. As such, a company is 
entitled to access and process any such 
personal information without any li- 
mitations as a matter of the company’s 
operational necessity.

That notwithstanding, due to the 
sensitive nature of personal informa-
tion and broad definition set out in the 
Data Protection Act, the personal data 
of an employee needs to be treated 
with special care. 

Access to Personal Data 
of Employees 

Ukrainian laws do not expressly 
regulate an employer’s accessing an 
employee’s personal data, including in-
formation stored on a corporate e-mail 
account or laptop, business telephone 
records, etc. As a matter of practice, 
these matters are often regulated by 
applicable corporate policies, if regu-
lated at all.

A comprehensive corporate policy 
usually provides that employees must 
use all corporate resources and devices, 
including all means of communication, 
exclusively for the purposes of car- 
rying out employment functions. Such 
a requirement anticipates that all in-
formation processed though corporate 
devices must always remain open and 
accessible to the company. This effec-
tively means that any correspondence 
or calls made by an employee shall 
not be considered as his/her “personal” 
communication, but rather the com-
mercial information of the company.

In most internal reviews and in-
vestigations, collection and process-

as confidential.  This policy can also 
define rules and procedures of preser- 
ving and disclosing such confidential 
information to third parties. Access 
to secret information (e.g., state secret 
information) is regulated by applicable 
laws and requires a special clearance 
from state authorities.

The Data Protection Act, which 
comes into legal effect on 1 Janua- 
ry 2011, establishes specific require-
ments for treatment of the personal 
data of individuals. In particular, the 
Data Protection Act provides that expli- 
cit consent of an individual is required 
for (i) collection and processing of his/
her personal information; (ii)  granting 
access to or transferring of personal in-
formation of an individual to a third par-
ty, etc. Consequently, an individual may 
reasonably claim that his/her personal 
information (i) shall not be transferred 
to a third party; or (ii) shall be erased 
from a database, especially when there 
was no consent for collection or trans-
fer of the personal data. 

What is Personal Data?
It seems unclear as to what infor-

mation must be considered personal 
data within the meaning of the Data 
Protection Act. The Information Act 
provides that basic personal data in-
cludes information regarding nation-
ality, education, family status, religion, 
health status, address, date and place 
of birth of a particular individual. How-
ever, the Data Protection Act contains 
a much broader definition of personal 
data, stating that “personal data shall 
be any data (information) about an in-
dividual, which individual is identified 
or could be precisely identified”.

The formal reading of provided 
definition permits considering any 
information related also to the em-
ployment of an individual, e.g., salary, 
employment benefits, business trips 
schedule, etc., as the personal data of 
such individual. Moreover, it can also 
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ing of information about an employee 
(personal data) would require obtain- 
ing his/her consent in addition to the 
acknowledgment of existing corporate 
policy. In particular, such consent is 
highly recommended for investigations 
targeting the personal data of certain 
employees. At the same time, when 
personal data is collected incidentally 
(e.g., together with commercial and fi-
nancial documents of a company), the 
risk associated with accessing personal 
data without the written consent of an 
employee seems to be remote, espe-
cially when such personal data was not 
processed for the purposes of the inves-
tigation and was not further disclosed.

In the event that the company fails 
to comply with the applicable rules and 
procedures, it may be precluded from 
using the revealed data as evidence 
for the purposes of internal reporting.  
Additionally, if certain information 
was collected without due process, 
the results of the internal investiga-
tion may be treated as inadmissible 
evidence in the courts of Ukraine or 
other jurisdictions. Furthermore, an 
employee may claim removal of such 
information from the company’s re-
cords and claim damages.

Recommended Actions 
for Employers 

In light of the recently adopted 
Data Protection Act, each company 
should focus attention to the collection 
and use of personal data of its emplo- 
yees. It is for the benefit of the com-
pany to comply with the Data Protec- 
tion Act and other requirements so that 
no risks arise from processing and fur-
ther possible disclosure of employees’ 
personal data for various purposes. 

In particular, the following steps 
could be taken to formalize the col-
lection and processing of the personal 
data of employees by the company:

1) Enforcement of corporate poli-
cies related to use of the company’s re-
sources and property (e-mail account, 
laptop, mobile phone, flash drives, etc.) 
for business purposes only. Such poli-
cies, inter alia, should include:

(i) explicit consent of the employee 
for collection and processing (including 
transfer to third parties, when needed) 
of his/her personal data provided to 
the company at all times;

(ii)  clear regulation that all infor-
mation created, accessed or trans-

ferred though corporate technical 
devises shall be used for business pur-
poses only, and not for private commu-
nication;

(iii) employee’s understanding and 
consent that all information main-
tained via corporate technical devices 
can be monitored by the employer, and 
that an employee shall not expect such 
information to be treated as private;

(iv)  employer’s rights to check, 
collect and process all data (inclu- 
ding personal employee’s data) located 
at corporate technical devices at any 
time, for any reason, and without any 
additional consent.

2)  Employees must acknowledge 
their consent and understanding of 
such policies by signing and dating the 
respective notification document. As a 
matter of practice, the acknowledge-
ment notices shall be maintained in 
hard copies, since electronic documen-
tation is largely unregulated in Ukraine 
and a company may face difficulties 
proving that a particular employee was 
aware of the applicable policy. It is also 
recommended to have the corporate 
policy available in the Ukrainian lan-
guage (or in bilingual form).

3) Other company documents, i.e., 
charter (by-laws), internal regulations, 
internal labor rules, collective agree-
ment and individual employment 
agreements, etc., should be main-
tained in line with applicable policies 
on personal data and use of corporate 
technical devices.

4)  For collection of the informa-
tion during internal investigations, it 
is also recommended that a separate, 
so-called “document hold”, notice 
be issued to all employees involved. 
Such notices shall contain explicit 
instructions to preserve and not to 
delete certain information, remind 
employees of their consent to provide 
personal data to the company and 
company’s right to collect and process 
any and all data located at corporate 
technical devices for the purposes of 
internal investigation.

Following these rather simple pro-
cedures would allow the company to 
ensure compliance with applicable 
Ukrainian laws. As a result, the com-
pany would mitigate potential risks re-
lated to the legal standing of evidence 
collected in the course of internal re-
views and investigations and prevent 
an employee’s claims.
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